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Geographic JOAs
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Where is the CYBER JOA?
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A REQUIREMENT: The JFC must C2 cyberspace operations in the
same way he executes C2 in the air, land and maritime domains.

A CONCERNS:

I JFCs lack the architecture, CONOPS, TTP, personnel, training,
tools, doctrine and policy for full spectrum cyber operations

iIltos all one big GI G, there I s nc

I The GIG was not built for operations.

I Sensors are not effectively focused on critical C2 services

I Type 1 encryption is not responsive to operational requirements

I Mission-Risk authority in cyberspace is currently held by
CYBERCOM and the Services, not the JFC

Cyberspace is the only man made domain.

It can and must be shaped for the JFC to make
decisions, direct actions and accept risk in a way
that does not affect the rest of the GIG.




GIG 3.0

A GIG 2.0 promised an information advantage to the warfighter.
ilt did not address the key i1 ssue

i It did not align the architecture to the chain of command.

A Components of GIG 3.0:
I Cyber JOA defined by an Operational Network Domain (OND)

I Enclaved architecture to enable defense in depth, information
sharing and agility

T Multi-enclave client for efficient information access

I Associated personnel, training, tools and TTP to C2 Cyberspace
Operations



Current Architecture
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Characteristics of a Cyber JOA

A The Cyber JOA defines the friendly forces operational network
domain and is focused on the operate and defend mission.

A The Cyber JOA provides a platform for dynamic network defense
and facilitates CNA and CNE.

A The Cyber JOA is defined by the systems and networks critical for
Joint Force Command and Control

A The Cyber JOA is governed by existing doctrine and policy.
A The Cyber JOA allows the commander to:

I Sense the environment

I Make decisions

i Direct operations

I Assume risk

A The Cyber JOA requires CYBERCOM and the services to execute
their GIG wide responsibilities within the JOA.



Defining the JFCO6s fniCyber JOAO
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Tenets of an Operational Network

A The network must be Commander Centric
I Commanders balance risk against mission in all domains except cyber

I An operational network addresses this issue by aligning NetOps to the
Operational Chain of Command

I The GIG cannot be vulnerable to risk assumed by one commander
I The operational network must accommodate the scheme of maneuver

A Commanders must define the requirements for designing and
building the Operational Network

A Commanders must have the authority and responsibility to operate
and defend the operational network.

A Supported and supporting roles must be articulated

I Clear delineation between the responsibilities of the service
components and the operational commander

I Clear definition of STRATCOM/ CYBERCC
operational network while they Operate and Defend the GIG
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Barriers to Operationalizing the Network

Alt 6s all one big GIG, there
cyberspace

AWe are burdened by the costs and policy associated
with TYPE 1 encryption 8 works against flexibility,
adaptability and robustness needed to accommodate the
scheme of maneuver.

ACurrent culture and doctrine delegate OPCON of all
forces except Cyber forces to the Operational
Commander. Services and CYBERCOM retain network
authority and responsibility.
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10 Propositions Regarding Cyberspace Operations

1.

10.

(With acknowledgement to Phil Me i | i nl@ Rropostions Regarding Air Power)

The commander is responsible for cyberspace operations; he must
C2 cyber just as he does the air, land and maritime domains.

C2 of cyberspace is the foundation for operational C2.

There are four lines of operation in cyberd operate, defend, attack
and exploit, and defense is the dominant mission.

The commander must see and understand cyberspace to defend it
and he cannot defend it all.

Cyberspace operations must be fully integrated with operations in
the physical domains.

Our understanding of non-kinetic effects in cyber is immature.

Operational requirements drive cyber architecture, not the other way
around.

Cyber is the only manmade domain--we built it, we can change it.

Operational impact is the relevant information, not number of
megabytes exfiltrated.

Networks will always be critical and vulnerable--disconnecting is not
an option, we must fight through the attack.



Operationalizing the Network

Proposed solution:

Operational Network Domain (OND)

iDefines the AnCommander 6s Cybe

I Utilizes encryption techniques that give the Operational
Commander the capability to C2 Cyberspace

r
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Fundamental Network Challenge
And
Proposed Solution

Agile Virtual Enclave (AVE)
Virtual Secure Enclave (VSE)
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Current Network Designd This needs to change

CORE or
BACKPLANE
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