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Geographic JOAs



Where is the CYBER JOA?



ÅREQUIREMENT:  The JFC must C2 cyberspace operations in the 

same way he executes C2 in the air, land and maritime domains.

ÅCONCERNS:

ïJFCs lack the architecture, CONOPS, TTP, personnel, training, 

tools, doctrine and policy for full spectrum cyber operations

ïItôs all one big GIG, there is no Cyber JOA.ò

ïThe GIG was not built for operations.

ïSensors are not effectively focused on critical C2 services

ïType 1 encryption is not responsive to operational requirements

ïMission-Risk authority in cyberspace is currently held by 
CYBERCOM and the Services, not the JFC
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Cyberspace is the only man made domain.

It can and must be shaped for the JFC to make 

decisions, direct actions and accept risk in a way 

that does not affect the rest of the GIG.



GIG 3.0

ÅGIG 2.0 promised an information advantage to the warfighter.

ïIt did not address the key issue of ñone big GIGò

ïIt did not align the architecture to the chain of command.

ÅComponents of GIG 3.0:

ïCyber JOA defined by an Operational Network Domain (OND)

ïEnclaved architecture to enable defense in depth, information 

sharing and agility

ïMulti-enclave client for efficient information access

ïAssociated personnel, training, tools and TTP to C2 Cyberspace 

Operations
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Characteristics of a Cyber JOA

ÅThe Cyber JOA defines the friendly forces operational network 

domain and is focused on the operate and defend mission.

ÅThe Cyber JOA provides a platform for dynamic network defense 

and facilitates CNA and CNE.

ÅThe Cyber JOA is defined by the systems and networks critical for 

Joint Force Command and Control

ÅThe Cyber JOA is governed by existing doctrine and policy.

ÅThe Cyber JOA allows the commander to:

ïSense the environment

ïMake decisions

ïDirect operations

ïAssume risk

ÅThe Cyber JOA requires CYBERCOM and the services to execute 

their GIG wide responsibilities within the JOA.

8



This presentation and individual slides contain privileged information. Any unauthorized disclosure, distribution, 

alteration or dissemination of the contents of this information for monetary gain is prohibited.

DISN

DISA

Enterprise

Services

Theater

Application

Services

HUB

Common Clients, Single Enclave

HUB

Common Clients, Single Enclave

Command

Client

Suite

Defense Enterprise

Operational Theater

Joint Force Commander

is supported and has Mission-Risk authority

Military 

Service

Enterprise

Services

CYBERCOM is supported and has

Mission-Risk Authority

Defining the JFCôs ñCyber JOAò

Defense Enterprise

Operational Theater

Operational

Network

Domain

Dedicated Network 

Domain Gateway 

(DNDG)

Controlled Interface

9



Tenets of an Operational Network

ÅThe network must be Commander Centric

ïCommanders balance risk against mission in all domains except cyber

ïAn operational network addresses this issue by aligning NetOps to the 
Operational Chain of Command

ïThe GIG cannot be vulnerable to risk assumed by one commander

ïThe operational network must accommodate the scheme of maneuver

ÅCommanders must define the requirements for designing and 
building the Operational Network

ÅCommanders must have the authority and responsibility to operate 
and defend the operational network.

ÅSupported and supporting roles must be articulated

ïClear delineation between the responsibilities of the service 
components and the operational commander

ïClear definition of STRATCOM/CYBERCOMôs role to support the 
operational network while they Operate and Defend the GIG
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Barriers to Operationalizing the Network

ÅItôs all one big GIG, there are no JOA boundaries in 

cyberspace

ÅWe are burdened by the costs and policy associated 

with TYPE 1 encryption ð works against flexibility, 

adaptability and robustness needed to accommodate the 

scheme of maneuver.

ÅCurrent culture and doctrine delegate OPCON of all 

forces except Cyber forces to the Operational 

Commander.  Services and CYBERCOM retain network 

authority and responsibility.

11



10 Propositions Regarding Cyberspace Operations
(With acknowledgement to Phil Meilingerôs10 Propositions Regarding Air Power)

1. The commander is responsible for cyberspace operations; he must 
C2 cyber just as he does the air, land and maritime domains. 

2. C2 of cyberspace is the foundation for operational C2.

3. There are four lines of operation in cyberðoperate, defend, attack 
and exploit, and defense is the dominant mission.

4. The commander must see and understand cyberspace to defend it 
and he cannot defend it all.

5. Cyberspace operations must be fully integrated with operations in 
the physical domains.

6. Our understanding of non-kinetic effects in cyber is immature.

7. Operational requirements drive cyber architecture, not the other way 
around.

8. Cyber is the only manmade domain--we built it, we can change it.

9. Operational impact is the relevant information, not number of 
megabytes exfiltrated.

10. Networks will always be critical and vulnerable--disconnecting is not 
an option, we must fight through the attack.
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Operationalizing the Network

ÅItôs all one big GIG, there are no JOA boundaries in cyberspace

ÅWe are burdened by the costs and policy associated with TYPE 1 
encryption ð works against flexibility, adaptability and 
robustness needed to accommodate the scheme of maneuver.

ÅCurrent culture and doctrine delegate OPCON of all forces except
Cyber forces to the Operational Commander.  Services and 
CYBERCOM retain network authority and responsibility.

Proposed solution:

Operational Network Domain (OND)

ïDefines the ñCommanderôs Cyberspace JOAò

ïUtilizes encryption techniques that give the Operational 

Commander the capability to C2 Cyberspace
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Fundamental Network Challenge

And

Proposed Solution

Agile Virtual Enclave (AVE)

Virtual Secure Enclave (VSE)
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Current Network DesignðThis needs to change

CORE or 

BACKPLANE
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